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Abstract: Deepfakes—synthetic media generated via advanced deep learning techniques such as 

Generative Adversarial Networks (GANs)—pose a growing threat to digital authenticity, trust, and 

security. While these technologies have legitimate applications in entertainment and content 

creation, they have also enabled the spread of misinformation, fraud, and identity manipulation. 

This paper presents a comprehensive survey of current deepfake detection techniques, categorizing 

them into traditional, machine learning-based, and deep learning-based approaches. It explores the 

key datasets and performance metrics which are used to benchmark detection models and it also 

discuss technical, ethical, and robustness concerns. This paper proposes a conceptual hybrid CNN-

LSTM-based architecture that combines spatial and temporal feature analysis to improve detection 

accuracy of deep fake videos. The modular design is planned to support future enhancements, 

including the incorporation of Vision Transformers and attention mechanisms. In this study, we 

provide a fundamental understanding of deepfake detection and determine promising avenues for 

further research and real-world applications. 

Keywords: Generative Adversarial Networks (GANs), Convolutional Neural Networks (CNNs), 

Long Short-Term Memory (LSTM), Vision Transformers (ViT), Spatiotemporal Modeling, Dataset 

Generalization. 

 

1. Introduction 
 

The field of digital image forensics, or DIF, has long been crucial for confirming the 

legitimacy of digital photographs by addressing the manipulators like image enhancers, 

copy move and splicing. In order to identify tampering, traditional forensic techniques look 

for anomalies in sensor noise patterns, compression artifacts, or pixel-level features [1,2]. 

Forensic methods are essential for preserving digital trust and accountability as 

sophisticated editing tools become more widely available and media circulates quickly on 

social media platforms. 

Deepfakes are synthetic media that are created using deep learning techniques such as 

Generative Adversial networks (GANs) to appear highly realistic. Unlike conventional 

image forgeries, deepfakes can realistically alter entire video and audio sequences in 

addition to images, giving the impression that people are saying or doing things they never 

did. 

The word “deepfake” was first coined by a Reddit user posting under the handle 

‘deepfakes’. He integrated "deep learning" and "fake" in his own work. When this user 

posted AI-based videos which utilized advanced deep learning techniques to swap faces 

onto previously recorded video footage, it garnered a lot of attention. 

As deepfake tools have grown easier to get, their effects on society—particularly 

regarding politics, finance, and security—have become quite serious. The tool gives people 

the power to create and believe in media content as a means of spreading misinformation, 

aiding fraud, and bringing new security risks. Detection of deepfakes is as much a technical 

problem as it is a societal problem, mandating solid research and innovation. This paper 

articulates critical gaps and provides perspectives on evolving deepfake detection 

methodologies across effectiveness, existing limitations, and future research directions. 
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The paper is organized as follows. Section 2 gives background information and technical 

foundations related to deepfake generation and detection. Section 3 gives an overview of 

existing deepfake detection techniques, including both traditional methods and those based 

on deep learning. Key challenges and limitations in current deepfake detection research are 

addressed in Section 4. Section 5 presents the conceptual proposed CNN-LSTM-based 

detection model and Section 6 outlines potential future research directions. Conclusion is 

proposed in Section 7 of the paper. 

 

2. Background and Technical Foundations 
 

2.1 Evolution of Deepfake Technology 
 

In recent years, advancements in deep learning models have played a vital role in the 

evolution of deepfake technology. Techniques such as autoencoders, Generative 

Adversarial Networks (GANs), and face-swapping methods are commonly employed to 

generate synthetic media. The rising ease with which such fabricated videos can be 

produced, with the availability of open-source platforms like DeepFaceLab [3] and 

benchmark datasets such as Celeb-DF [4] and FaceForensics++ [5], has further accelerated 

progress in this domain. 
 

2.2 Key Techniques for Generating Deepfakes 
 

Autoencoders are commonly used in deepfake generation to extract and reconstruct 

facial features. A shared encoder captures key components from input facial images, while 

individual decoders rebuild specific faces. This structure allows the model to convincingly 

map one person’s face onto another in video sequences [6]. 

Generative Adversarial Networks (GANs) are another class of deep learning models 

introduced by Goodfellow et al. in 2014 [7]. GANs, operating in an unsupervised manner, 

consist of two networks: a generator that creates synthetic data, and a discriminator that 

attempts to differentiate real data from fake. The adversarial training loop enables the 

generator to gradually produce more realistic outputs, while the discriminator 

simultaneously becomes more adept at detecting fakes [8]. 

Face swapping is another well-known technique that entails replacing a subject’s face 

with that of another while preserving the original facial expressions. As explained in [9], 

this process usually involves three core steps: selecting the source face, aligning and 

adjusting facial landmarks (such as the eyes, mouth, nose, and ears) to match the target, and 

finally, merging the facial features seamlessly to produce a realistic composite. 

 

2.3 Common Deepfake Applications 
 

Deepfake technology is being utilized across a range of sectors. In the entertainment 

industry, it is used for purposes like digitally de-aging actors or recreating deceased 

performers, enhancing narratives without extensive reshooting. In political contexts, 

deepfakes have been exploited to disseminate misinformation—especially through social 

media platforms like WhatsApp—by fabricating realistic videos of prominent political 

figures. 

In cybersecurity and financial sectors, deepfakes have contributed to various fraudulent 

activities, including identity theft, impersonation, social engineering attacks, and high-

stakes scams such as fraudulent fund transfers and CEO fraud. 

 

3. Deepfake Detection Techniques 
 

    The progress in the creation of accurate deepfake detection systems has become crucial 

due to the increasing refinement of synthetic media generation. Different detection 
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strategies can be categorized into the following classes: traditional methods, machine 

learning-based approaches, and deep learning-based techniques. Each of these approaches 

uses unique capabilities to identify and mitigate manipulated media which is illustrated in 

Figure 1. 

 

 

Figure 1. Comparison of Detection Techniques 

 

3.1 Traditional Methods 
 

Traditional detection methods focus on identifying low-level artifacts and 

inconsistencies brought on by video manipulation. These techniques incorporate frame-

analysis, motion analysis, and forensic approaches.  

Frame based techniques involve examination of individual frames within a video to 

detect visual artifacts. Deepfake methods, mainly those that employ Generative Adversarial 

Networks (GANs), frequently introduce detectable anomalies such as image blurriness, 

edge irregularities, and illumination mismatches. These variations in facial texture, 

geometry, and shading between frames are extracted and analyzed using specialized 

algorithms. 

Motion analysis target temporal inconsistencies across video sequences. Authentic 

human expressions, eye movements and head movements typically follow biometric rules, 

while deepfake content frequently doesn’t. For example, the approach proposed by Demir 

and Çiftçi [10] employs motion magnification techniques to amplify minor distortions in 

facial movement, allowing the detection of synthetic manipulations that may not be 

perceptible to the human eye. 

Forensic methods focus on spatial and temporal inconsistencies introduced during the 

synthesis and compression stages. These techniques examine irregularities in blinking 

patterns, eye and mouth textures, or distorted facial landmarks. The difference between 

head movements and facial landmark trajectories is a crucial sign of manipulation. In order 

to differentiate real from fake content, forensic analysis also assesses artifacts brought about 

by encoding and compression pipelines, particularly in multi-stage manipulations. 

 

3.2 Machine Learning-Based Approaches 

 

 Machine learning methods have played a vital role in the development of deepfake 

detection, especially through supervised learning and effective feature extraction 

techniques. Supervised learning algorithms, including Convolutional Neural Networks 

(CNNs) and Recurrent Neural Networks (RNNs), have proven to be highly effective in 

https://doi.org/10.71058/jodac.v9i8015
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spotting manipulated media. He et al. [11] introduced a gaze-guided spatial inconsistency 

learning technique based on CNNs, which significantly boosts detection performance by 

focusing on fine-level spatial inconsistencies. 

Extracting distinctive features through feature extraction methods is crucial for 

differentiating genuine media from synthetic media. Studies have explored various 

physiological indicators such as blinking frequency and head motion. Sharma and Dwivedi 

[12] presented a hybrid architecture that integrates a Multi-Layer Perceptron (MLP)-CNN 

with LSTM networks to analyze blinking patterns, thereby increasing the reliability of fake 

media detection. The efficiency of detection models is generally measured using evaluation 

metrics such as accuracy, precision, and recall. Sharma and Dwivedi’s hybrid model was 

validated on benchmark datasets like the World Leader Dataset (WLDR) and 

DeepfakeTIMIT, where it outperformed several existing methods [12]. 
 

3.3 Deep Learning-Based Approaches 
 

     Deep learning techniques have made significant progress in the field by identifying 

intricate temporal and spatial patterns that strongly suggest artificial manipulation. Several 

approaches as shown in Table 1 have been developed to enhance the effectiveness of 

deepfake video detection, with convolutional, recurrent, and transformer-based 

architectures showing particular promise. 

Table 1. Summary of Deepfake Detection Methods 

Method Dataset(s) Key Features Limitation 

Motion 

Magnification [10] 

Multi-source DF 

datasets 

Captures micro-motion 

via deep + phase 

magnification 

Sensitive to 

quality, alignment 

GazeForensics [11] DF benchmarks 3D gaze + deep 

features 

Depends on gaze 

accuracy 

Multi-scale 

Conv+Transformer 

[13] 

Celeb-DF v2, others EfficientNet + multi-

scale transformers 

High computation 

MeST-Former [14] Large-scale 

benchmarks 

Swin Transformer, ID-

decoupled features 

Poor 

generalization 

Xception [15] FF++, DFD, Celeb-

DF, others 

Depthwise conv., 

ensemble, stable 

features 

High cost, dataset 

bias 

CNN+Landmark 

[16] 

DFDC (242 films, 

318 samples) 

Landmark-based CNN 

with augmentation 

Landmark/dataset 

dependent 

Systematic Review 

[17] 

108 papers (CNN, 

RNN, GAN, etc.) 

Highlights gaps in 

generalization & 

standards 

Overfitting, no 

benchmarks 

 

Convolutional Neural Networks (CNNs) are widely adopted for their ability to capture 

spatial correlations in images. Lin et al. [13] proposed a hybrid approach that combines 

multi-scale convolutions with Vision Transformers (ViTs), utilizing EfficientNet as a 

feature extractor to enhance detection accuracy. In another study, Gura et al. [16] introduced 

a customized CNN architecture that integrates facial landmark predictors, resulting in 

improved performance in detecting subtle facial manipulations. Similarly, Alkurdi et al. 

[15] employed the XceptionNet architecture, which leverages depth-wise separable 

convolutions, demonstrating robust performance across multiple benchmark datasets. 

Recurrent Neural Networks (RNNs), particularly Long Short-Term Memory (LSTM) 

networks, have been applied to analyze temporal inconsistencies in video sequences. These 
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models capture long-range frame dependencies, enabling the detection of irregular motion 

patterns and unnatural facial expressions that typically indicate manipulated content.  

More recently, transformer-based models have shown significant improvements in both 

spatial and temporal modeling for deepfake detection. Vision Transformers (ViTs), in 

particular, have been successfully included into hybrid designs. For example, ViXNet 

combines ViTs with XceptionNet to capture subtle facial forgeries [17]. Additionally, 

MeST-Former, proposed by Liu et al. [14], incorporates motion-enhancement modules and 

spatiotemporal attention mechanisms to identify inconsistencies in facial movements and 

head pose dynamics. These transformer-based methods have demonstrated high efficiency, 

especially when applied to high-fidelity datasets. 

 

3.4 Performance Metrics 
 

    To measure the effectiveness of deepfake detection models, several standard 

performance metrics are employed. These metrics, Equations (1)–(5), provide a thorough 

understanding of classification accuracy, reliability, and the balance between false positives 

and false negatives, while also emphasizing the correct identification of true positives. 
 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
                                        (1) 

 

    The overall proportion of correctly classified instances, combining both real and fake 

predictions gives us the accuracy. 
 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
                                                                 (2) 

 

Precision measures how many of the videos classified as fake are truly fake, indicating the 

reliability of positive predictions. 
 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
                                                                                                               (3) 

 

Recall, also known as sensitivity, reflects the capability of the model to correctly identify 

fake videos out of all actual fake instances. 
 

𝐹1 − 𝑆𝑐𝑜𝑟𝑒 =
2∗(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛∗𝑅𝑒𝑐𝑎𝑙𝑙)

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
                                                                               (4) 

 

The F1-score offers a balanced assessment in situations where there is a class imbalance by 

providing a harmonic mean of Precision and Recall. 
 

𝐴𝑈𝐶 = ∫ 𝑇𝑃𝑅(𝐹𝑃𝑅) 𝑑(𝐹𝑃𝑅)                                                                                              (5) 
 

Area Under the ROC Curve (AUC) measures the model’s discriminative power across 

changing thresholds, with higher values indicating superior separability between real and 

fake videos. 

   The combined use of accuracy, precision, recall, F1-score, and AUC-ROC provides a 

holistic evaluation of deepfake detection models. Accuracy offers an overall measure of 

correctness, but on its own may be misleading in imbalanced datasets. Precision reflects the 

reliability of positive detections, while recall ensures that most manipulated content is 

successfully identified. Together, these metrics ensure a balanced assessment of 

correctness, reliability, sensitivity, and robustness, making them well-suited for real-world 

deepfake detection scenarios. 
 

3.5 Datasets and Benchmarking 

Benchmark datasets play a key role in evaluating the generalization and performance of 

detection models. The most prominent datasets are as follows.  

https://doi.org/10.71058/jodac.v9i8015
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• DeepFake Detection Challenge (DFDC): A large-scale benchmark introduced for 

the DFDC competition, offering a diverse set of manipulated videos for research and 

evaluation [18]. 

• FaceForensics++: Comprises video sequences generated using various manipulation 

methods, enabling multi-condition evaluation of detection algorithms. Table 2 

provides a comparitive evaluation of different deepfake detection techniques on 

different datasets [19]. 

• Celeb-DF: Contains high-quality deepfake videos of celebrities, closely resembling 

real-world manipulated content and posing significant challenges due to the visual 

realism of the forgeries. 

Table 2. Deepfake Detection Results on Different Datasets 

Dataset Model Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-

score(%) 

AUC 

FaceForensics++ 

[5] 

Xception 98.5 97.8 98.2 98.0 99.1 

DFD [20] EfficientNet-

B4 

96.3 95.1 96.5 95.8 97.4 

Celeb-DF v2 [4] MesoNet 89.4 87.6 88.9 88.2 90.1 

WildDeepfake 

[21] 

ViT 90.6 89.8 90.1 89.9 91.2 

DeeperForensics 

[22] 

Xception+ 95.2 94.5 95.0 94.7 96.3 

 

4. Challenges and Limitations 
 

4.1 Technical Challenges 
 

    The rapid evolution of generative models has greatly complicated deepfake detection. 

Contemporary systems can synthesize videos that faithfully reproduce a person’s voice, 

micro-expressions, and ambient lighting, leaving detectors with very few exploitable 

artifacts. Table 3 summarizes the core capabilities and shortcomings reported in the 

literature. 
 

4.2 Ethical and Legal Concerns 

 

    Deepfakes give rise to significant concerns across multiple industries. According to the 

data presented in [23], the rapid increase in deepfake activity highlights the growing threats 

associated with their creation and misuse. Malicious uses already include fabricating 

political speeches, impersonating executives in financial scams, and manipulating public 

sentiment during elections. 
 

4.3 Limitations in Robustness Strategies 
 

     Although many deepfake detection models can be validated for real-world applications, 

current research still lacks a comprehensive model that effectively addresses all the major 

challenges as stated by [19] which are - transferability across datasets, interpretability of 

results, and resistance against adversarial attacks. These limitations make it extremely 

difficult to create and use detection frameworks in practical settings. 

Table 3. Deepfake Detection Results on Different Datasets 

Challenge Description Example 

Limitation 

Solution 

https://doi.org/10.71058/jodac.v9i8015
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Generalization 

[16] 

Poor cross-dataset 

performance 

Xception on 

FF++ fails on 

Celeb-DF 

Domain adaptation, 

transfer learning 

Adversarial 

Robustness 

[9][24] 

Susceptible to 

perturbations 

Noise injection 

fools CNNs 

Adversarial training, 

robust loss 

Computational 

Cost [13][17] 

High complexity, slow Transformers 

need GPUs 

Lightweight models 

(e.g., 

MobileNet+LSTM) 

Interpretability 

[25][12] 

Black-box predictions CNN decisions 

unclear 

Grad-CAM, attention 

maps 

Multi-modal 

Manipulations 

[26][27] 

Audio-visual fakes Lip-sync 

bypasses visual 

detectors 

Multi-modal fusion 

 

     For detection models to be helpful in real-world scenarios, their robustness has to be 

improved. A proposed method is to include a noise layer in the model, which enables it to 

learn from simulated data distortions and improves its resistance to quality degradations 

and adversarial attacks [26]. 

     We can observe that the common limitations include poor generalization across datasets, 

sensitivity to data quality and compression, lack of explainability, and limited use of 

temporal relationships. Many models focus on frame-level analysis without capturing 

sequential inconsistencies present in the videos. Additionally, most of these result in high-

computational costs and hinder real-world deployment.  

     To overcome these issues, we propose a lightweight yet effective hybrid architecture: a 

CNN backbone extracts spatial features, while a unidirectional LSTM captures temporal 

dynamics. This design leverages the strengths of both spatial and temporal modeling while 

maintaining computational efficiency. Our approach enables frame-level interpretability 

and supports sequence-aware predictions. 

 

5. Proposed Implementation 
 

    We model deepfake video detection as a spatiotemporal classification task. A CNN 

extracts frame-level spatial features, which are aggregated by an LSTM to capture temporal 

dependencies. The overall process is formalized as follows from Equations (6)-(8). 

 

5.1 Problem Formulation 

 

Let 𝑋 =  {𝑥₁, 𝑥₂, . . . , 𝑥𝑇} be a sequence of  𝑇 =  20 face-centric video frames, where 

𝑥𝑡 ∈  ℝ.¹¹²×¹¹²×³ each frame is encoded using a CNN: 

ℎ𝑡 = 𝜙𝐶𝑁𝑁(𝑥𝑡)                                                                       (6) 

Here, ℎ𝑡 is a feature vector that captures spatial information such as facial textures, 

lighting inconsistencies, and artifacts from the t- frame.  

The temporal sequence 𝐻 = {ℎ1, ℎ2, … , ℎ𝑇} is then passed through an LSTM to obtain a 

video-level feature representation: 

𝑧 = 𝜙𝐿𝑆𝑇𝑀 (𝐻)                                                                                (7) 

https://doi.org/10.71058/jodac.v9i8015
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The LSTM captures temporal dependencies and motion patterns across the video 

frames. The resulting vector 𝑧  is a fixed-length representation summarizing the 

video’s spatiotemporal characteristics 

Finally, the probability is estimated via a fully connected layer with sigmoid 

activation: 

𝑦̂ = 𝜎(𝑊𝑧 + 𝑏)                                                                                (8) 

    The predicted probability 𝑦̂ indicates the likelihood that the input video is real.  

Algorithm 1 presents the classification pipeline implementing the above formulation.  

 

Algorithm 1: Deepfake Video Classification Pipeline 

 Input: Video 𝑉 with 𝑁 frames 

 Output: Prediction 𝑦 ∈  {0,1} 

1. Extract face frames 𝐹 =  {𝑓₁, . . . ,  𝑓𝑘} 𝑓𝑟𝑜𝑚 𝑉 

2. Resize each 𝑓ᵢ 𝑡𝑜 112 × 112, normalize 

3. If |𝐹|  <  20:  

4.  Pad to length 20 

5. Augment frames (flip, color jitter) 

6. for each frame 𝑓ᵢ: 

7.  ℎᵢ ← 𝜙𝐶𝑁𝑁 (𝑓ᵢ) 

8. Form sequence 𝐻 ←  {ℎ₁, . . . , ℎ₂₀} 

9. Pass sequence through LSTM: 𝑧 = 𝜙𝐿𝑆𝑇𝑀 (𝐻) 

10. Compute predicted probability: 𝑦̂ = 𝜎(𝑊𝑧 + 𝑏) 

11. Threshold output: 𝑦 =  1 𝑖𝑓 𝑦 > 0.5, 𝑒𝑙𝑠𝑒 𝑦 =  0 

12. return 𝑦 

 

5.2 Dataset Utilization 
 

    The proposed framework will be trained and evaluated using publicly available deepfake 

video datasets, including FaceForensics++, the Deepfake Detection Challenge Dataset 

(DFDC), and Celeb-DF. These datasets contain a variety of real and manipulated videos, 

varying in quality, compression levels, and generation techniques, thereby enabling robust 

model training and comprehensive evaluation across diverse scenarios. 
 

5.3 Frame-Level Interpretation and Visualization 
 

    To enhance transparency and understand model decision-making, we incorporate both 

spatial and temporal interpretability mechanisms into our architecture. Temporal analysis 

is performed using the LSTM outputs, which provide per-frame predictions, enabling 

identification of video segments most likely to contain manipulations. For spatial 

interpretability, Grad-CAM is applied to the final layer of the CNN backbone. The resulting 

heatmaps highlight discriminative regions influencing the model’s predictions. These 

heatmaps are further combined with facial landmarks and bounding boxes to localize 

artifacts such as distorted eyes, unnatural textures, or facial inconsistencies. 

    This interpretability framework validates model and provides visual evidence of the 

forgery, thereby improving trustworthiness and aiding future research directions. 

 

5.4 Architectural Flexibility 
 

    The proposed framework, although initially based on a CNN-LSTM architecture, is 

intentionally designed to be modular and extensible. This design choice allows for future 

enhancements as the field evolves. Potential extensions include the integration of 3D 

Convolutional Neural Networks (3D CNNs) or Vision Transformers (ViTs) to enable more 

https://doi.org/10.71058/jodac.v9i8015
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effective spatiotemporal modeling. Additionally, attention mechanisms [24] may be 

incorporated to improve the model’s ability to focus on critical temporal features across 

video frames. The framework also allows for the exploration of different strategies or 

hybrid techniques that combine deep learning techniques with other techniques. This 

architectural flexibility ensures long-term adaptability and relevance in the context of 

swiftly evolving deepfake generating techniques. 

 

 

 

5.5 Expected Effectiveness 
 

     The proposed framework is expected to perform well due to its alignment with the core 

challenges of deepfake detection. CNN-based spatial encoding captures subtle pixel-level 

inconsistencies, while the LSTM aggregates these features across frames to detect irregular 

motion and temporal discrepancies. Evidence from earlier applications of CNN–LSTM 

hybrids in tasks such as face-anti-spoofing [28] has shown competitive performance, 

indicating that the same architecture is well suited for deepfake detection. Because the 

network learns both spatial cues and temporal dynamics, it should be more resilient than 

detectors that rely only on spatial features and should generalize across a wide range of 

manipulation techniques. 

 

6. Future Directions 
 

    The swift progress of deepfake technology demands expanded research into dependable 

detection methods, real-time scalability, and solid policy structures. Hybrid strategies that 

blend deep learning with forensic analysis can improve accuracy, with explainable 

hierarchical designs showing encouraging potential [25]. Additionally, transfer learning 

boosts generalization, enabling CNN-based models to handle previously unseen datasets 

more effectively [16]. Lightweight configurations such as a MobileNet backbone paired 

with an LSTM and supplemented by synthetic data can achieve a practical trade-off among 

speed, accuracy, and robustness for real-time use while reducing memory and latency 

demands [29]. 

    Beyond technical measures, a robust legal framework is vital to deter misuse [27] and 

regular collaboration between social media platforms and policy makers [30] is likewise 

needed to limit the spread of deepfake content. 

 

7. Conclusion 
 

    Deepfake technology has evolved as an artistic innovation and a devastating security 

threat, setting the top agenda for researchers, industry players, and policymakers. This 

survey reviews a wide spectrum of detection strategies, stretching from classic forensic 

techniques to the latest deep-learning models built on CNNs, RNNs, and Vision 

Transformers. It stresses the importance of benchmark datasets and evaluation metrics, 

while pointing out ongoing challenges such as cross-dataset generalisation, adversarial 

robustness, explainability, and real-time deployment. To narrow these gaps, a hybrid CNN-

LSTM framework is proposed, pairing spatial feature extraction with temporal sequence 

modelling to raise accuracy. The design is modular and transparent, making it 

straightforward to plug in newer components such as Vision Transformers or attention-

based modules so the system can keep pace with the rapid evolution of deepfake generation 

methods. 
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